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Chapter 1. Introduction

VeriFinger SDK consists of VeriFinger library, ScanMan library and sample applications:

VeriFinger library is afingerprint recognition engine.
ScanMan library provides scanning from fingerprint scanners.

Sample programs demonstrate how it all works together.

VeriFinger library and ScanMan library stores fingerprint image in format described in Finger-
print images.

VeriFinger SDK can be used in a number of compilers under any of these operating systems:
Windows 95/98/Me and Windows NT/2000/XP. VeriFinger and ScanMan libraries are provided
as Win32 dynamic link libraries (DLL) VFi nger . dl | and ScanMan. dl | (in Bi n directory).
Also VeriFinger library can be provided as not protected library - VFi nger. NP. | i b file to
use with Microsoft Visual C++ 6.0/7.0/7.1 (in Li b directory).

Libraries interface and sample applications are available for the following compilers:

Microsoft Visual C++ 6.0/7.0/7.1 (later referenced as C). Header files VFi nger. h and
ScanMan. h (in | ncl ude subdirectory) and DLL library file VFi nger.dl | .1ib (for
Jib version of VeriFinger library - VFi nger. NP. | i b file) and ScanMan. i b (in Li b
directory) have to be included in your application project. If you are using a C/C++ compiler
other than Microsoft Visual C++ 6.0/7.0/7.1 or higher you may have to create another
VFi nger. | ib and ScanMan. | i b files. For example for Borland C/C++ compiler you
may use i npl i b. exe utility from Borland to produce .lib files from .dll files. Also you
may have to change __cpl uspl us identifier to one that indicates C++ compilation and
__stdcal | identifier to one that identifies standard calling convention for your compiler
(in VFi nger. h and ScanMan. h line #i fdef _ cpl uspl us and line #defi ne
VFI NGER APl  stdcal |l and line #defi ne SCANVMAN APl  stdcall) and
types defined in VFi nger . h and ScanMan. h. Additional functions are implemented in
files VFi nger X. h, VFi nger X. cpp and ScanManX. h and ScanManX. cpp (is sample
application directory). For other compilers they could have to be changed. Sample applica
tion is available in VFDeno. cpp and VFDeno. dl | directories (for not protected library
version of VeriFinger library - in VFDeno. cpp and VFDeno. NP. | i b directories).

Borland Delphi 6 (further referenced as Delphi). Modules VFi nger . pas and Scan-
Man. pas (in | ncl ude directory) have to be included in your application project. All addi-
tional functions are implemented in these files. Sample application is available in VF-
Deno. pas directory.

Copyright© 1998-2004, Neurotechnologija Ltd. 1



I ntroduction

Microsoft Visual Basic 6.0 (further referenced as Visual Basic). Module VFi nger . bas (in
| ncl ude directory) have to be included to your application project. This module is using
VeriFinger parser VFVB42. dl | (in Bi n directory). In demo program (VFi nger . bas dir-
ectory) you can find Ser vi ce. bas and Dat aBase. bas files, which can be helpful in de-
veloping your application(s).

Microsoft Visua Basic .Net (further referenced as Visual Basic .Net). Module
VFi nger. vb (inl ncl ude directory) have to be included to your application project. This
module is using the same VeriFinger parser as Visual Basic 6.0 does (VFVB42.dl |). In
demo program (VFi nger . Net . vb directory) you can find Ser vi ce. vb and Dat a-
Base. vb files, which can be helpful developing your application(s). Visual Basic .Net
sample is very similar to Visual Basic 6 sample therefore only differences will be noticed in
this documentation.

Microsoft Access 2000 (further referenced as MS Access). Code and database are located in
the same file (database). MS Access uses same VeriFinger parser as Visual Basic samples
(VFVB42. dl |'). Sample contains modules that are very similar to Visual Basic 6 modules.
VeriFinger functions are also declared in the same way asin Visual Basic 6 sample therefore
only differences will be discussed in this documentation.

Sun Java 2 (further referenced as Java). Sample uses VeriFinger and ScanMan library
through Java Native Interface - special wrappers (DLLs) were written for VeriFinger and
ScanMan libraries. Class Ver i Fi nger W apper declares VeriFinger interface, which is
accessible from Java programs, and class ScanMan declares ScanMan interface.

SDK directory contains:

Bi n\ Directory with binaries
VFi nger . dl | VeriFinger library
Scanhan. dl | ScanMan library
ssl.dll ScanMan library core
ssl Com dl | COM interface for ScanMan library
ss| COVr eg. bat Command fileto register ss| Com dl |

Copyright© 1998-2004, Neurotechnologija Ltd. 2
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sslFile.dll

ScanMan File module

ssl Aut hent ec. dl |

ScanMan Authentec module (not available in "Light"
version of SDK)

ssl UruU. dl | ScanMan DigitalPersona U.are.U module (not available
in"Light" version of SDK)

fx3.dlI ScanMan Biometrika module files (not available in
"Light" version of SDK)

fx3scan. dl |

ssl Bi onetri ka. dl |

ScanMan Biometrika module (not available in "Light"
version of SDK)

ssl ST. dl | ScanMan STMicroelectronics module (not available in
"Light" version of SDK)
TC . dl | ScanMan STMicroelectronics module (not available in

"Light" version of SDK)

ssl| Et henti ca. dl |

ScanMan Ethentica module (not available in "Light" ver-
sion of SDK)

ssl I denti x. dl |

ScanMan Identix DFR 2090 module (not available in
"Light" version of SDK)

ssl| Crossiat ch. dl |

ScanMan CrossMatch V300 (not available in "Light"
version of SDK)

VFDeno. ndb

Database for use with sample applications

VFDeno. dl | . cpp. exe

Sample application for Microsoft Visual C++ 6.0/7.0/7.1
(for DLL version of VeriFinger SDK only)

VFDeno. NP. | i b. exe

Sample application for Microsoft Visual C++ 6.0/7.0/7.1

Copyright© 1998-2004, Neurotechnologija Ltd.
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(for not protected library version of VeriFinger SDK
only)

VFDeno. settings

Settings file for Microsoft Visual C++ 6.0/7.0/7.1 sample
applications (created on first use)

VFDeno. pas. exe

Sample application for Borland Delphi 6

VFDenp. bas. exe

Sample application for Microsoft Visual Basic 6.0

VFVBP42. dl | VeriFinger 4.2 Visual Basic Parser
VFDeno. j ar Compiled VeriFinger sample for Sun Java 2
VFDemoJava.bat Batch file that runs Java sample
VFJavaWi2. di | VeriFinger 4.2 wrapper for Java programs
SMlavaWw dl | ScanMan wrapper for Java programs
vfinger. db Java sample fingerprint database

VFDeno. net . vb. exe

Sample application for Visual Basic .NET

Axl nterop. *.dl I

I nterop. *.dll

Support libraries for Visual Basic .NET sample applica-
tion

vfdeno. cfg

Java sampl e configuration

I ncl ude\

Directory with header files

VFi nger . h

VeriFinger library header for C/C++ compilers
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VFi nger . pas VeriFinger library module for Delphi
ScanMan. h ScanMan library header file for C/C++ compilers
ScanMan. pas ScanMan library module for Delphi
VFi nger . bas VeriFinger library module for Visual Basic 6.0
VFi nger. vb VeriFinger library module for Visual Basic .Net
Li b\ Directory with library files for Microsoft Visual C++
6.0/7.0/7.1
VFinger.dll.lib VeriFinger DLL library file (for DLL version of
VeriFinger SDK only)
VFinger.NP. lib VeriFinger not protected library file (for not protected
library version of VeriFinger SDK only)
ScanMan.dll.lib ScanMan. dl | library file
Res\ Directory with resources for sample applications
Logo. bnp Logo picture in bitmap format
VFDeno. i co Icon for the application

VFDenoSmal | . i co

Small icon for the application

VF-

Denp. exe. mani f est

Manifest for the application

VFDeno. mdb

Default database
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VFDeno. cpp\ Directory with source of sample application for Mi-
crosoft Visual C++ 6.0/7.0/7.1

VFDeno. dl | . cpp\ Directory with sample application for Microsoft Visual
C++ 6.0/7.0/7.1 (for DLL version of VeriFinger SDK
only)

VFDeno. NP. | i b. cpp\ Directory with sample application for Microsoft Visual
C++ 6.0/7.0/7.1 (for not protected lib version of
VeriFinger SDK only)

VFDeno. pas\ Directory with sample application for Delphi 6

VFDeno. bas\ Directory with sample application for Visual Basic 6

VFDeno. Net . vb\ Directory with sample application for Visual Basic .Net

VFDeno. Access Directory with sample application for Microsoft Access
2000

VFDeno. j ava\ Directory with sample application for Sun Java 2

Instal |\ Installation folder for HASP drivers, scanners, etc.

Support\ Contains SDK support information/tools. FAQ
(Frequently Asked Questions), fingerprint features rescal-
ing tool/DLL, etc. For more information please review
ReadMe. t xt filein Suppor t\ folder.

Conponent s\ Directory with components (for VeriFinger SDK Exten-
ded only)

VFDenoExt . asp\ Sample applications for ASP, Visual Basic 6.0, Visual
C++ and HTML (for VeriFinger SDK Extended only)

VFDenoExt . bas\

VFDenoExt . cpp\

Copyright© 1998-2004, Neurotechnologija Ltd.
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VFDenoExt . ht m \

Li cense. htm VeriFinger SDK license

ReadMe. t xt ReadMefilefor VeriFinger SDK

Veri Fi nger 4.2 SDK. pdf Thisfile

Veri Finger 4.2 SDK Ex- | Components description (for VeriFinger SDK Extended
t ended. pdf only)

Later, where referenced:
nul I -NULL inC, ni | inDelphi and O or VF_DEFAULT_CONTEXT in Basic and Java
i nteger -1 NTinC, | nteger inDelphi and Long in Basic

excepti on-exceptionclassinC, Excepti on classin Delphi and Er r inBasic

Copyright© 1998-2004, Neurotechnologija Ltd. 7



Chapter 2. What's new
2.1. VeriFinger library

Version 4.2.0.3

» Features extraction with low quality image bug fix

Version 4.2.0.2

» Features generalization bug fix

* Minor bugfixes

Version 4.2.0.1

* Minor bugfixes

Version 4.2.0.0

* Improved reliability.

» Better matching performance. Both matching speeds are now about 50% faster than in ver-
son4.1.

* Reduced template size. Now template occupies 150 - 300 bytes (vs. 200 - 650 in version 4.1).
* Features compression and decompression functions are now built in the library.
* Added CrossMatch Verifier 300 scanner mode.

* VeriFinger can now return skeletonized image.

Copyright© 1998-2004, Neurotechnologija Ltd. 8



Wheat's new

Version 4.1.0.0

e Completely new interface.

» Higher matching speed. Now only two speeds are available - low (0 speed in 4.0) and high (5
speed in 4.0). Both speeds are faster that in version 4.0. For more information see
Parameters.

» Improved recognition reliability. Both speeds are more reliable that in version 4.0.

» Optimizations for fingerprint scanners. Optimizations for a number of scanners are available.
For more information see Parameters.

2.2. VeriFinger SDK

Version 4.2.0.3

* VeriFinger library updated to version 4.2.0.3

» Fixed VB.NET sample application project

Version 4.2.0.2

» VeriFinger library updated to version 4.2.0.2

» Fixed identification thread bug in C++ and Delphi sample applications

Version 4.2.0.1

* VeriFinger library updated to version 4.2.0.1

» Fixed XML parser header filein C++ sample application

Copyright© 1998-2004, Neurotechnologija Ltd. 9



Wheat's new

Version 4.2.0.0

» UsesVeriFinger library version 4.2.0.0.

Version 4.1.0.0

» UsesVeriFinger library version 4.1.0.0.

» ScanMan library is a substitution of UrUReader, ASReader and FX2KReader in VeriFinger
SDK 4.0. Now you can work with any scanner it supports via the same interface.

2.3. VeriFinger SDK documentation

Version 4.2.0.3

* Reflectschangesin VeriFinger SDK version 4.2.0.3

Version 4.2.0.2

* Reflects changesin VeriFinger SDK version 4.2.0.2

Version 4.2.0.1

* Reflects changesin VeriFinger SDK version 4.2.0.1

* Minor formatting updates

Version 4.2.0.0

Copyright© 1998-2004, Neurotechnologija Ltd. 10



» Based on VeriFinger SDK

* Added separate "What's nev
VeriFinger SDK documentati
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Chapter 3. Fingerprint images

Fingerprint image used by VeriFinger library and ScanMan library has to be an array of bytes of
sizewi dt h* hei ght and pointer to the first element of this array has to be passed to libraries
functions. Lines of the image have to be stored in the array from top to bottom order. Next line
must immediately follow the previous one (no padding). Each byte of the array corresponds to
fingerprint image pixel (grayscale value). Vaue of 0 means black and value of 255 means white.

In Visual Basic (6.0, .Net) and MS Access images are stored in arrays with lower bounder O and
upper bounder wi dt h* hei ght - 1, al elements are bytes with value from 0 to 255 (from black
to white) and represent one pixel. Lines of the image have to be stored in the array from top to
bottom order. For all functions that required image as parameter thisimage array must be passed.

Copyright© 1998-2004, Neurotechnologija Ltd. 12



Chapter 4. VeriFinger library

VeriFinger library is a fingerprint recognition engine that you can use in your application to im-
plement user enrollment, verification and identification using fingerprint images. It provides a
number of functions covering different usage scenarios.

When enrolling a user application can use features extraction functions that extracts features
from fingerprint image (for more information see Fingerprint images and Features). Also fea-
tures generalization can be used to increase quality of the features. Then features can be stored in
database for later access.

When verifying a user features that are extracted from fingerprint image are compared with etal-
on features that are in the database or somewhere else. See Verification.

When identifying a user features that are extracted from fingerprint image are compared with all
features stored in the database until matching is successful or end of the database passed. See
| dentification.

VeriFinger library is copy protected. To use it you have to register it. See Registration.

Before using the library it hasto beinitialized. See Initialization and Contexts.

VeriFinger library behavior is controlled through parameters.

4.1. Library functions

VeriFinger library contains the following functions grouped by categories:

Registration

VFRegistrationType Returns registration type of VeriFinger library
VFGenerateld Generates registration id from serial number
VFRegister Registers VeriFinger library

Initialization

VFInitialize Initializes VeriFinger library

Copyright© 1998-2004, Neurotechnologija Ltd. 13



VeriFinger library

VFFindize Uninitializes VeriFinger library
Contexts

V FCreateContext Creates a context

V FFreeContext Deletes the context
Parameters

V FGetParameter Retrieves parameter value

V FSetParameter Sets parameter value

Features extraction

V FExtract

Extracts features from fingerprint image

Features generalization

VFGeneralize (_Seneralizas count features collections to single features collec-
tion

Verification

VFVerify Matches two features collections

|dentification

VFldentifyStart

Starts identification with test features

VFldentifyNext

Matches with sample features

Copyright© 1998-2004, Neurotechnologija Ltd. 14



VeriFinger library

VFldentifyEnd Ends identification

Each of these functions (except for the VVFCreateContext) returns integer value to indicate result
of the execution. If it is less than zero then execution of the function failed and the value indic-
ates error code.

VeriFinger Java wrapper functions do not return results code but throw exception
(Veri Fi nger Except i on) when error occurs. You can get error code using get Err or -
Code method.

Each function (except for registration, initialization and features functions) takes last argument
of type HYFCONTEXT. It is the context in which VeriFinger library functions are called. Pass
nul | (VF_DEFAULT_CONTEXT or 0, in Java and Visual Basic) to use default context. For
more information see Initialization and Contexts.

You can use VFFai | ed and VFSucceeded functions to determine if the execution of the
function failed or succeeded:

C:

#def i ne VFFail ed(result)
#def i ne VFSucceeded(result)

Delphi:

function VFSucceeded(Res: |nteger): Bool ean
function VFFail ed(Res: Integer): Bool ean

Visual Basic:

Publ i c Function VFSucceeded(ByVal result As Long) As Bool ean
Publ i ¢ Function VFFail ed(ByVal result As Long) As Bool ean

Visual Basic .Net:
Publ i c Function VFSucceeded(ByVal result As Integer) As Bool ean

Public Function VFFailed(ByVal result As Integer) As Bool ean

Java:

Copyright© 1998-2004, Neurotechnologija Ltd. 15



VeriFinger library

public class VeriFinger Exception extends Exception {

public static bool ean failed(int errorCode) ...

public static bool ean succeeded(int errorCode) ...

4.2. Error codes

The following error codes are defined:

Genera

VFE_ K 0 OK, no error

VFE_FAI LED -1 Failed

VFE_QUT _OF MEMORY -2 Out of memory

VFE_NOT _|I NI TI ALI ZED -3 VeriFinger library isnot initialized

VFE_ARGUMENT _NULL -4 One of the required function argu-
mentsis null

VFE_| NVALI D_ARGUMENT -5 One of the function arguments has an
invalid value

VFE_NOT_| MPLEMENTED -9 Function is not implemented

Registration

VFE_NOT_REG STERED -2000 | VeriFinger library is not registered

VFE_| NVALI D_SERI AL_ NUMBER -2001 | Specified serial number isinvalid

Copyright© 1998-2004, Neurotechnologija Ltd.
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VFE_| NVALI D_REG STRATI ON_KEY | -2002 Specified registration key isinvalid

VFE_SCANNER DRI VER ERROR -2003 Scanner driver error

VFE_REG STRATI ON_NOT_NEEDED -2004 No need to register VeriFinger library

VFE_NO_SCANNER -2005 No scanner found

VFE_MORE_THAN ONE_SCANNER -2006 More than one scanner found

VFE_LM CONNECTI ON_ERROR -2007 Error communicating with License
Manager

VFE_LM NO MORE LI CENCES -2008 No more License Manager licenses
are available

Parameters

VFE_| NVALI D_PARAMETER -10 Parameter identifier is invalid
(unknown)

VFE_PARAMETER READ ONLY -11 Parameter is read only

Features extraction

VFE | LLEGAL | MAGE_RESOLUTI ON | -101 Specified image resolution isillegal

VFE | LLEGAL_| MAGE_SI ZE -102 Specified image sizeisillegal

VFE_LOW QUALI TY_I MAGE -103 Warning. Image quaity islow

VeriFinger specific

VFE_| NVALI D_MODE -1000 Function called in invalid mode

Copyright© 1998-2004, Neurotechnologija Ltd. 17



VeriFinger library

Features

VFE_I NVALI D_FEATURES_FORVAT

-3000

Features passed to the function hasin-
valid format

You can use VFErr or ToSt ri ng and VFResul t ToSt ri ng functions to get string that de-
scribes error and result. VFCheckResul t function throws exception in case of the function
result indicates failure. These functions are not part of VeriFinger library. For C they are imple-
mented in VFi nger . h and VFi nger X. cpp files, Delphi - in VFi nger . pas module, Visual
Basic 6.0 - in VFi nger . bas, Visua Basic .Net - in VFi nger . vb, Access - in VFinger mod-
ule, Java - in VeriFingerException class. To get error description in Java you also can use
VeriFingerException class get Message method.

C:

string VFErrorToString(INT error);
string VFResult ToString(INT result);
voi d VFRai seError (I NT error);

voi d VFCheckResult (I NT result);

Delphi:

function VFErrorToString(Err: Integer):
function VFResultToString(Res: |nteger):

procedure VFRai seError(Err: Integer);

procedure VFCheckResult(Res: Integer);

Visual Basic:

Publ i ¢ Function VFErrorToString(ByVal
Publ i ¢ Function VFResul t ToStri ng(ByVal

Public Sub VFCheckResult (ByVal result As Long)

Visual Basic .Net:

Publ i ¢ Function VFErrorToString(ByVal
Publ i ¢ Function VFResul t ToStri ng(ByVal

string;
string;

code As Long) As String
result As Long) As String

code As Integer) As String
result As Integer) As String
Public Sub VFCheckResult(ByVal result As Integer)
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Java:
public class VeriFinger Excepti on extends Exception {

public static String VFErrorToString(int error) ...
public static String VFResultToString(int result) ...

4.3. Registration

You have to register VeriFinger library before using it. If library is not registered all functions
(except for initialization, contexts, parameters and features functions) will return
VFE_NOT_REQ STERED. There are severa registration types available: not protected library,
registration with HASP key, registration to PC, registration to U.are.U scanner and registration in
License Manager (LAN protection).

If you are using not protected library, you should use it directly without registration.

If you are using registration with HASP key, smply plug it to LPT or USB port before initializ-
ing VeriFinger library.

If you are using registration to PC or U.are.U scanner then call VFGenerateld function (for regis-
tration with U.are.U scanner connect the scanner before calling the function) and pass serid
number provided with your VeriFinger library license. This function will generate registration id
that you should send to Neurotechnologija (sales@neurotechnologija.com) or distributor from
which library was acquired. Then pass serial number with received registration key to VFRe-
gister function.

If you are using LAN protection then you must use string " LAN" as serial humber and server
name as registration key.

To determine how VeriFinger library is registered (and if it needs registration at al) call VFRe-
gistrationType function.

Example:

C:

/'l Registration to PC or to U are. U scanner
/1 Your serial number here

CHAR serial _nunber[] = "XXXX-XXXX-XXXX-XXXX";

/1 Registration id generation
CHAR regi stration_id[100];
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VFGener at el d(serial _nunber, registration_id);

/1 Received registration key
CHAR registration_key[] = "XXXX-XXXX-XXXX=XXXX=XXXX-XXXX-XXXX- XXXX";

/1 Register VeriFinger library
VFRegi st er(serial _nunber, registration_key);
Delphi:

/1l Registration to PC or to U are. U scanner
/! Your serial nunber here

const Serial Nunmber = ' XXXX- XXXX- XXXX- XXXX" ;
/1 Registration id generation
var
Regi strationld: string;
begi n
Set Lengt h(Regi strationld, 100);
VFCGener at el d( Seri al Nunmber, Registrationld);
end;
/1 Received registration key
const
Regi strationKey = ' XXXX-XXXX-XXXX= XXXX= XXXX- XXXX- XXXX- XXXX" ;
/1 Register VeriFinger library
begi n
VFRegi st er (Seri al Nunber, Regi strationKey);
end;

Visual Basic 6.0/.Net:

Regi stration to PC or to U are.U scanner

Your serial nunber here

Di m Seri al Nunber As String

Seri al Number = "XXXX-XXXX- XXXX- XXXX"

' Registration id generation

Dim Regi strationld As String

' Error code

Dim ErrCode As Long ' use "Integer" in Visual Basic .Net
Regi strationld = Space(100)

Err Code = VFCeneratel d(Serial Nunber, Registrationld)

' Received registration key

Di m Regi strati onKey As String

Regi strati onKey = "XXXX-XXXX=XXXX= XXXX- XXXX- XXXX= XXXX- XXXX"
' Register VeriFinger library
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Err Code = VFRegi ster(Serial Nunber, Regi strationKey)

Java:

/!l Registration to PC or to U are. U scanner
/1 Your serial nunber here
String Serial Nunber = "XXXX-XXXX- XXXX- XXXX";
/1 Registration id generation
String Registrationld = "";
try {
Regi strationld = Veri Fi nger Wapper. VFGener at el d( Seri al Nurber) ;
} catch (VeriFingerException vfe) {
/1 error handl er code
} catch (Exception ex) {

}

/1 Received registration key

String RegistrationKey = "XXXX-XXXX-XXXX-XXXX- XXXX- XXXX- XXXX- XXXX";
/1l Register VeriFinger library

try {

Veri Fi nger W apper . VFRegi st er (Seri al Nunber, Regi strati onKey);
} catch (VeriFingerException vfe) {
/1 error handl er code
} catch (Exception ex) {

}

4.3.1. VFRegistrationType function

Returns VeriFinger library registration type.
C:

I NT VFI NGER_API VFRegi strati onType();

Delphi:

function VFRegi strati onType: Integer; stdcall

Visual Basic:

Public Declare Function VFRegistrationType Lib "VFVBP42.dl 1" Alias
"VBVFRegi strati onType" () As Long
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Visual Basic .Net:

Publ i c Decl are Function VFRegi strationType Lib "VFVBP42.dl 1" Alias
"VBVFRegi strati onType" () As Integer

Java:
public static native int VFRegistrationType() throws Veri Fi nger Excepti on,

Excepti on;

Return values:

VF_RT_NOT_PROTECTED 0 VeriFinger library is not protected. No
need to register
VF_RT_HASP 1 HASP key found either on LPT or USB

port. No need to register

VF_RT_PC 2 VeriFinger library isregistered to PC

VF_RT_UAREU 4 VeriFinger library is registered to U.are.U
scanner

VF_RT_LAN 8 VeriFinger library is registered in License
Manager on LAN

VF_RT_UNREG STERED 6 VeriFinger library is not registered. Call

VFRegister function to register

In case of error functions returns VFE_FAI LED, VeriFinger Java wrapper throws exception.

4.3.2. VFGenerateld function

Generates registration id from specified serial number. Serial number and registration id have to
be arrays of characters (strings) pointers to first element of each have to be passed to the func-
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tion. Array for registration id has to be large enough to store the string (100 characters is
enough).

C:

I NT VFI NGER_API VFCeneratel d(CHAR * serial, CHAR * id);

Delphi:

function VFGenerateld(Serial, Id: PChar): Integer; stdcall;

Visual Basic:

Publ i ¢ Decl are Functi on VFGenerateld Lib "VFVBP42.dl 1" Alias "VBVFGenerateld"
(ByVal Serial As String, ByVal id As String) As Long

Visual Basic .Net:

Publ i ¢ Decl are Function VFCGenerateld Lib "VFVBP42.dl 1" Alias "VBVFGenerateld"
(ByVal Serial As String, ByVal id As String) As |nteger

Java:

/! Returns registration id
public static native String VFGenerateld(String serial) throws
Veri Fi nger Excepti on, Excepti on;

Parameters:

[in] | serial, Serid Serial number of VeriFinger library license

[out] |id, Id After execution of the function contains registration id for the
serial number

Return values: If serial number or registration id is null returns VFE_ARGUMENT _NULL.If
serial number is invalid returns VFE_| NVALI D_SERI AL_NUMBER.If serial number indicates
registration to DigitalPersona U.are.U scanner then can return
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VFE_SCANNER DRI VER _ERROCR (if there was error communicating with scanner driver),
VFE_NO_SCANNER (if no scanner detected) or VFE_MORE THAN_ONE_SCANNER (if more
than one scanner detected).Otherwise generates registration id and returns VFE_CK (in case of
error returns VFE_FAI LED). VeriFinger Java wrapper throws exception if error occurs.

4.3.3. VFRegister function

Registers VeriFinger library with specified serial number and registration key. Serial number and
registration key have to be arrays of characters (strings) pointers to first element of each have to
be passed to the function.

C:

I NT VFI NGER_API VFRegi ster (CHAR * serial, CHAR * key);

Delphi:

function VFRegister(Serial, Key: PChar): Integer; stdcall;

Visual Basic:

Public Decl are Function VFRegi ster Lib "VFVBP42.dl 1" Alias "VBVFRegister"
(ByVal Serial As String, ByVal Key As String) As Long

Visual Basic .Net:

Publ i c Decl are Function VFRegister Lib "VFVBP42.dll" Alias "VBVFRegister"
(Byval Serial As String, ByVal Key As String) As Integer

Java:
public static native void VFRegister(String serial, String key) throws

Ver i Fi nger Excepti on, Excepti on;

Parameters:

[in] | serid, Seria Serial number of VeriFinger library license. If you have
VeriFinger 4.0 PC protection registration key please use custom-
er id instead of serial number. For example:
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customer id = 11222 then seria will be" 11222"

If you are using LAN protection then you must specify " LAN"
as serial number.

[in] |key, Key Registration key for serial number and registration id (received
from Neurotechnologija or its distributor). If you have
VeriFinger 4.0 PC protection registration key please convert it to
string and pass as key.

If you are using LAN protection then you must specify server
name as registration key.

Return values: If VeriFinger library is not protected or aready registered with HASP returns
VFE_REG STRATI ON_NOT_NEEDED.If serial number or registration key is null returns
VFE_ARGUMENT _NULL.If serial number is invalid returns
VFE | NVALI D_SERI AL_NUMBERIIf registration key is invalid (or scanner is not connected
for registration to U.are.U scanner) returns VFE_| NVALI D_REG STRATI ON_KEY.Otherwise
registers VeriFinger library and returns VFE_OK (in case of error returns VFE_FAI LED).
VeriFinger Java wrapper throws exception if error occurs.

4.4. Initialization

VeriFinger library requires initialization to be performed before any function call and uninitializ-
ation to be performed after all function calls (except for contexts functions). This is performed
using VFInitialize and VFFinalize functions.

Each successful call to VFI ni ti al i ze should have a corresponding call to VFFi nal i ze. So
you can call VFI ni ti al i ze more than one time, but you have to call VFFi nal i ze equal
number of times.

Also you may not call initialization functions at all if you will not work with default context,
only with your custom context.

See Contexts for more information.
Example:
C:

/1 Main application function

{
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Delphi:

/1 Application initialization code
VFInitialize();

/1 Qther application code
VFFi nal i ze();

/1 Application uninitialization code

/1 1n project source

begi n

end.

/1 Application initialization code
VFInitialize;

/1 Qther application code
VFFi nal i ze;

/1 Application uninitialization code

Visual Basic 6.0/.Net:

In project source which is using Main sub as startup object
Sub Mai n()

End Sub

Java:

// Main
{

Application initialization code
VFInitialize
O her application code

VFFi nal i ze
" Application uninitialization code
End Sub

In project source which is using formas startup object
Private Sub Form Load..
VFlnitialize
" Application initialization code
End Sub
O her application code
Private Sub Form Unl oad. . .
Application uninitialization code
VFFi nal i ze
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/1 Application initialization code
try {
Veri Fi nger Wapper. VFInitialize();
} catch (VeriFingerException vfe) {
/1 error handling code
} catch (Exception e) {
/1 error handling code

}
/1 Qther application code
try {

Veri Fi nger W apper . VFFi nal i ze() ;
} catch (VeriFingerException vfe) {
/1 error handling code
} catch (Exception e) {
/1 error handling code

}

/1 Application uninitialization code

4.4.1. VFInitialize function

Creates default context by calling VVFCreateContext function and initializes VeriFinger library.
{Cs

I NT VFI NGER APl VFInitialize():

Delphi:

function VFInitialize: Integer; stdcall

Visual Basic:

Public Declare Function VFInitialize Lib "VFVBP42.dl1" Alias "VBVFInitialize"
() As Long

Visual Basic .Net:

Public Declare Function VFInitialize Lib "VFVBP42.dl1" Alias "VBVFInitialize"
() As Integer
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Java:
public static native int VFInitialize() throws VeriFingerException, Exception
Return values: If succeeded return value indicates number of times function have been called

before. If it first call to the function return value will be zero.If default context was not created
returns VFE_OUT_OF_MEMORY. VeriFinger Java wrapper throws exception if error occurs.

4.4.2. VFFinalize function

Destroys default context by calling VVFFreeContext function and uninitializes VeriFinger library
if call to the function correspondsto first call to \VFInitialize function.

C:

I NT VFI NGER_API VFFi nal i ze():

Delphi:

function VFFinalize: Integer; stdcall

Visual Basic:

Public Declare Function VFFinalize Lib "VFVBP42.dl1" Alias "VBVFFinalize" ()
As Long

Visual Basic .Net:

Public Declare Function VFFinalize Lib "VFVBP42.dll" Alias "VBVFFinalize" ()
As | nt eger

Java:
public static native int VFFinalize() throws VeriFinger Excepti on, Exception
Return values: Return value indicates number of times function should be more called (number

of VFI nitialize calswithout VFFi nal i ze cals).If VeriFinger library was not initialized
returns VFE_NOT | NI TI ALI ZED. VeriFinger Java wrapper throws exception if error occurs.
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4.5. Contexts

Context is a set of parameters and internal structures that VeriFinger library functions use. They
are created with VVFCreateContext function and destroyed with \ FFreeContext function.

Contexts enable different application parts to work with VeriFinger library simultaneoudly. In-
side one context no VeriFinger functions should be called simultaneously because they are not
guaranteed to be thread-safe. VeriFinger functions called in different context are guaranteed to
be thread-safe.

Parameters are set for the context. So you can use contexts not only to ensure that your applica-
tion is thread safe, but to use different parameters in different situations also. For example you
can perform features extraction for different scanners in different contexts with different set of
parameters. For more information see Parameters.

Also particular VeriFinger library functions should be called in particular order. If you have star-
ted identification (V FldentifyStart) then you cannot call functions that work with internal match-
ing structures (except for the VFldentifyNext) such as VFSetParameter, VFGeneralize, VFVerify
and VFldentifyStart in the same context until you call VFldentifyEnd. And you cannot call
VFI dent i f yNext and VFI dent i f yEnd before you call VFI denti f ySt art inthe same
context. In these situations functions will return VFE_| NVALI D_MODE.

Example: Working from different threads:
C:

/1 First thread function
{
/1 Create context
HVFCONTEXT cont ext = VFCreat eCont ext () ;
/1 Call VeriFinger library functions, for exanple
VFVerify(..., context);
/1 Del ete context
VFFr eeCont ext (cont ext) ;
}

/1 Second thread function
{
/1 Create context
HVFCONTEXT cont ext = VFCreat eCont ext () ;
/1 Call VeriFinger library functions, for exanple
VFl dentifyNext (..., context);
/] Del ete context
VFFr eeCont ext ( cont ext) ;
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Delphi:

/1 First thread nethod

var
Cont ext : HVFCONTEXT;

begi n
/1 Create context
Cont ext := VFCreat eCont ext ;
/1 Call VeriFinger library functions, for exanple
VFVerify(..., Context);
/1 Del ete context
VFFr eeCont ext ( Cont ext ) ;

end;

/1 Second thread nethod

var
Cont ext : HVFCONTEXT;

begi n
Cont ext : = VFCreat eCont ext;
/1 Call VeriFinger library functions, for exanple
VFI dentifyNext(..., Context);
/1 Del ete context
VFFr eeCont ext ( Cont ext) ;

end;

Visual Basic:

First thread code

Di m Err Code as Long

Di m Cont ext as Long

' Create context

Cont ext = VFCreat eCont ext ()

' Call VeriFinger library functions, for exanple
ErrCode = VFVerify(..., Context)

' Del ete context

Err Code = VFFreeCont ext ( Cont ext)

' Second thread code

Di m Err Code as Long

Di m Cont ext as Long

Cont ext = VFCr eat eCont ext ()

" Call VeriFinger library functions, for exanple
Err Code = VFldentifyNext(..., Context)

' Del ete context

Err Code = VFFreeCont ext ( Cont ext)
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Visual Basic .Net:

' First thread code

Di m Err Code as | nt eger

Di m Cont ext as | nteger

' Create context

Cont ext = VFCreat eCont ext ()

" Call VeriFinger library functions, for exanple
Err Code = VFVerify(..., Context)

' Del ete context

Err Code = VFFreeCont ext ( Cont ext)

' Second thread code

Di m Err Code as | nteger

Di m Cont ext as | nteger

Cont ext = VFCreat eCont ext ()

' Call VeriFinger library functions, for exanple
Err Code = VFldentifyNext (..., Context)

' Del ete context

Err Code = VFFreeCont ext ( Cont ext)

Java:

/1l First thread code fragnment (exception handling code onitted)
/1 Create context

i nt context = VeriFi nger Wapper. VFCreat eCont ext ();

/1 Call VeriFinger library functions, for exanple

Veri Fi nger W apper. VFVerify(..., context);

/| Del ete context

Ver i Fi nger W apper . VFFr eeCont ext ( cont ext ) ;

/1 Second thread code fragnent (exception handling code omtted)
/1 Create context

i nt context = VeriFi nger Wapper. VFCreat eCont ext () ;

/1 Call VeriFinger library functions, for exanple

Veri Fi nger W apper. VFl denti fyNext (..., context);

/1 Del ete context

Ver i Fi nger W apper . VFFr eeCont ext ( cont ext ) ;

Example: Contextswith different parameters:
C:
HVFCONTEXT contextl1; // First context

HVFCONTEXT context2; // Second cont ext
// Initialization function
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/] Sone

/1 Uni ni

Delphi:

/1 Set paraneters for default context
VFSet Paraneter (..., NULL);

VFSet Parameter (..., NULL);

/1 Create first context

contextl = VFCreateContext();

/1 Set parameters for first context
VFSet Paraneter(..., contextl);

VFSet Paraneter (..., contextl);

/1 Create second context

context2 = VFCreateContext();

/1 Set paraneters for second context
VFSet Paraneter (..., context?2);

VFSet Paraneter (..., context2);

application function

HVFCONTEXT cont ext ;

if (/* image fromfirst scanner */) context = contextl;
cont ext 2;

else if (/* image from second scanner */) context =
el se context = NULL; // default context

/1 Call VeriFinger library functions, for exanple
VFExtract (..., context);

tialization function

/1l Delete first context
VFFr eeCont ext (cont ext 1) ;
/1l Delete second cont ext
VFFr eeCont ext ( cont ext 2) ;

var

/1 Initi
begi n

Cont ext 1: HVFCONTEXT; // First context
Cont ext 2: HVFCONTEXT; // Second cont ext
alization function

/1 Set paraneters for default context
VFSet Parameter (..., nil);

VFSet Paraneter (..., nil);

/1l Create first context

Context1l : = VFCreat eContext;

/1l Set paranmeters for first context
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VFSet Paraneter(..., Contextl);

VFSet Paraneter (..., Contextl);

/1l Create second context

Context 2 : = VFCreat eCont ext;

/1 Set paraneters for second context

VFSet Paraneter (..., Context);
VFSet Paraneter (..., Context);
end;
/1 Some application function
var
Cont ext : HVFCONTEXT;
begi n
if { image fromfirst scanner } then Context := Contextl
el se
if { image from second scanner } then Context
el se Context := nil; // default context
/1 Call VeriFinger library functions, for exanple
VFExtract (..., Context);
end;
/1 Uninitialization function
begi n
/1 Delete first context
VFFr eeCont ext ( Cont ext 1) ;
/| Del ete second cont ext
VFFr eeCont ext ( Cont ext 2) ;
end;
Visual Basic:

= Context?2

Fi rst cont ext
Second cont ext

Dim context1l as Long
Di m context2 as Long
Dim Err Code as Long

" Initialization function

' Set paraneters for default context

Err Code = VFSet Paraneter (..., VF_DEFAULT_ CONTEXT)
Err Code = VFSet Paraneter (..., VF_DEFAULT_CONTEXT)
' Create first context

contextl = VFCreat eContext ()

' Set parameters for first context

Err Code = VFSet Paraneter (..., contextl)

Err Code = VFSet Paraneter (..., contextl)

' Create second context

context2 = VFCreat eCont ext ()

' Set parameters for second context

Err Code = VFSet Paraneter (..., context?2)
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Err Code = VFSet Paraneter (..., context?2)
' Sone application function
Di m context as |ong
if ' image fromfirst scanner
context = contextl1;

el se
if ' image from second scanner
context = context2
el se
context = VF_DEFAULT CONTEXT ' default context
end if
end if
" Call VeriFinger library functions, for exanple
Err Code = VFExtract(..., context)

Uninitialization function

Del ete first context

Err Code = VFFreeCont ext (cont ext 1)
' Del ete second cont ext

Err Code = VFFreeCont ext (cont ext 2)

Visual Basic .Net:

Fi rst cont ext
Second cont ext

Dim context1l as I nteger
Di m context2 as | nteger
Di m Err Code as | nteger
" Initialization function
' Set paraneters for default context
Err Code = VFSet Paraneter (..., VF_DEFAULT_CONTEXT)
Err Code = VFSet Paraneter (..., VF_DEFAULT_CONTEXT)
' Create first context
contextl = VFCreat eContext ()
' Set parameters for first context
Err Code = VFSet Paraneter (..., contextl)
Err Code = VFSet Paraneter (..., contextl)
' Create second context
context2 = VFCreat eCont ext ()
' Set parameters for second context
Err Code = VFSet Paraneter (..., context?2)
Err Code = VFSet Paraneter (..., context?2)
' Sone application function
Di m context as I nteger
if ' image fromfirst scanner
cont ext = context1;

el se
if ' image from second scanner
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cont ext = context?2

el se
context = VF_DEFAULT CONTEXT ' default context
end if
end if
" Call VeriFinger library functions, for exanple
Err Code = VFExtract (..., context)

Uninitialization function
Delete first context

Err Code = VFFreeCont ext (cont ext 1)
' Del ete second cont ext

Err Code = VFFreeCont ext (cont ext 2)

Java:

int contextl; // First context
int context2; // Second context
/1 Initialization function (exception handling code onitted)
{
/1 Set paraneters for default context
Ver i Fi nger W apper . VFSet Par anmeter (..., VF_DEFAULT_CONTEXT);
Veri Fi nger W apper . VFSet Parameter (..., VF_DEFAULT_CONTEXT) ;
/1 Create first context
context1l = Veri Fi nger W apper . VFCr eat eCont ext () ;
/1l Set parameters for first context
Ver i Fi nger W apper . VFSet Par aneter (..., contextl);
Veri Fi nger W apper . VFSet Paraneter (..., contextl);
/] Create second context
context2 = Veri Fi nger W apper . VFCr eat eCont ext () ;
/1 Set paraneters for second context

Ver i Fi nger W apper . VFSet Par aneter (..., context2);

Veri Fi nger W apper . VFSet Paraneter (..., context2);
}
/1 Some application function (exception handling code onitted)
{

HVFCONTEXT cont ext ;
if (/* image fromfirst scanner */) context = contextl;
el se
if(/* imge fromsecond scanner */) context =
cont ext 2;
el se context = VF _DEFAULT CONTEXT; // default context
/1 Call VeriFinger library functions, for exanple
Ver i Fi nger W apper . VFExtract (..., context);
}

// Uninitialization function
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{
/1 Delete first context
Veri Fi nger W apper . VFFr eeCont ext (cont ext 1) ;
/1 Del ete second cont ext
Ver i Fi nger W apper . VFFr eeCont ext ( cont ext 2) ;
}

Example: Wrong functions call order:
C:

/1 Some application function
{
/...
VFldentifyStart(...);
for (...)
VFI dentifyNext(...);
VFVerify(...); // Error, returns VFE_|I NVALI D_MODE
VFl denti fyEnd(...);
/...
VFExtract(...);
VFlI dentifyNext(...); // Error, returns VFE | NVALI D MODE

Delphi:

/1 Sonme application function
begi n
/...
VFldentifyStart(...);
for (...)
VFI dentifyNext(...);
VFVerify(...); // Error, returns VFE | NVALI D MODE
VFl dentifyEnd(...);
...
VFExtract(...);
VFI dentifyNext(...); // Error, returns VFE_| NVALI D MODE
end;

Visual Basic 6.0/.Net:

Sone application function/sub
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VFl dentifyStart

For

VFI dent i f yNext

Next

VFVerify ... [/ Error, returns VFE_| NVALI D MODE

VFl dentifyEnd ...

VFEXxt r act
VFl dentifyNext ... ' Error, returns VFE_| NVALI D MODE

Java:

/1 Sonme application function (exception handling code onitted)

{

/...

Veri Fi nger Wapper. VFl dentifyStart(...);

for (...)

Veri Fi nger W apper. VFl denti fyNext(...);

Ver i Fi nger W apper . VFVerify(...); // Error,

[/ exception will be thrown (VFE_INVALI D MODE)

Ver i Fi nger W apper. VFl denti f yEnd(...);

/...

Veri Fi nger W apper. VFExtract (...);

Ver i Fi nger W apper . VFl denti fyNext(...); // Error,

/1 expection will be thrown (VFE_| NVALI D_MODE)
}

4.5.1. VFCreateContext function

Creates context with default parameters.
s

HVFCONTEXT VFI NGER_API VFCr eat eCont ext () ;

Delphi:

functi on VFCreat eCont ext: HVFCONTEXT; stdcall;

Visual Basic:
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Publ i c Decl are Function VFCreateContext Lib "VFVBP42.dlIl" Alias
"VBVFCreat eContext” () As Long

Visual Basic .Net:

Publ i ¢ Decl are Function VFCreateContext Lib "VFVBP42.dlIl" Alias
"VBVFCr eat eContext” () As Integer

Java:
public static native int VFCreateContext() throws VeriFi nger Excepti on,

Excepti on;

Return values: Return value is newly created context.If context cannot be created returns
VFE_QUT_OF _MEMORY. VeriFinger Java wrapper throws exception if error occurs.

4.5.2. VFFreeContext function

Deletes context created with VV FCreateContext.
C:

I NT VFI NGER_API VFFr eeCont ext ( HYFCONTEXT cont ext);

Delphi:

functi on VFFreeCont ext (Context: HVFCONTEXT): Integer; stdcall;

Visual Basic:

Publ i ¢ Declare Function VFFreeContext Lib "VFVBP42.dl|l" Alias
"VBVFFreeCont ext" (ByVal context As Long) As Long

Visual Basic .Net:

Publ i c Decl are Function VFFreeContext Lib "VFVBP42.dlIl" Alias
"VBVFFreeCont ext" (ByVal context As Integer) As Integer
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Java:

public static native void VFFreeContext(int context) throws
Veri Fi nger Excepti on, Excepti on;

Parameters:

context, Context Context to delete

Return values. If context is null returns VFE _ARGUVENT NULL else returns VFE OK.
VeriFinger Javawrapper throws exception if error occurs.

4.6. Parameters

Some VeriFinger algorithm aspects are controlled through parameters. Parameters are retrieved
and set for the specified context by VFGetParameter and V FSetParameter functions. Some para-
meters are read only (informational). If you will try to set aread only parameter VFSetParameter
function will return VFE_PARAMETER _READ ONLY. If you will pass an invalid parameter
identifier to one of these functions it will return VFE_| NVALI D_PARAVMETER.

Parameters can be of the following types:

Referenced | Size VF_TYPE_XXX constant | C equivalent | Delphi equi- | Visual Ba-

as (bytes) valent sic 6.0/.Net
equivalent

Void VF_TYPE_VA DO

Byte 1 VF_TYPE_BYTEL BYTE Byte Byte/Byte

Signed byte | 1 VF_TYPE_SBYTEZ2 SBYTE Shortint Byte/Byte

Word 2 VF_TYPE_WORD3 WORD Word Integer/
Short

Short in-|2 VF_TYPE_SHORT4 SHORT Smallint Integer/
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